"] account_auto_login ¥
TOKEN VARCHAR(55)

» ACCOUNT_ID VARCHAR(32)
EXPIRE_ON DATETIME
TYPE TINYINT(4)
CREATED_ON DATETIME
CREATED_BY VARCHAR(45)
UPDATED_ON DATETIME
UPDATED_BY VARCHAR(45)
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> — 4

| schema_version v

version_rank INT(11)
installed_rank INT(11)
version VARCHAR(50)
description VARCHAR(200)
type VARCHAR(20)

script VARCHAR(1000)
checksum INT(11)

installed_on TIMESTAMP
execution_time INT(11)
success TINYINT(1)

"] account

ID VARCHAR(32)
USER_NAME VARCHAR(45)
PASSWORD VARCHAR(70)
FIRST_NAME VARCHAR(45)
MIDDLE_NAME VARCHAR(45)
LAST_NAME VARCHAR(45)
EMAIL_ID VARCHAR(255)
PHONE VARCHAR(25)

PROFILE_PHOTO_URL VARCHAR(45)

INVALID_ATTEMPTS INT(11)
STATUS TINYINT(4)

LOCALE VARCHAR(10)
IS_USER_LOCKED TINYINT(1)
IS_PWD_EXPIRED TINYINT(1)

FORCE_PWD_CHANGE TINYINT(1)

LAST_LOGIN_AT DATETIME

LAST_PASSWORD_CHANGED_AT DATETIME

CREATED_ON DATETIME
CREATED_BY VARCHAR(45)
UPDATED_ON DATETIME
UPDATED_BY VARCHAR(45)
SALT VARCHAR(70)
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"] acl_group_user

» ACL_GROUP_ID VARCHAR(32)
» USER_ID VARCHAR(32)

|
|
|
|
|
|
|
|
|
A
| acl_entry

» OBJECT_IDENTITY_ID VARCHAR(32)
& ACL_GROUP_ID VARCHAR(32)

installed_by VARCHAR(100)

"] global_settings

v

v

>

>

ID VARCHAR(32)
AUTHENTICATE_BY ENUM(...)
MAX_INVALID_ATTEMPTS TINYINT(4)
PASSWORD_MIN_LENGTH TINYINT(4)
PASSWORD_MAX_LENGTH TINYINT(4)
PASSWORD_MAX_AGE TINYINT(4)
PASSWORD_MIN_UPPER_CASE TINYINT(4)
PASSWORD_MIN_NUMERIC_CHAR TINYINT(4)

PASSWORD_MIN_NON_ALPHANUMERIC_CHAR TINYINT(4)
PASSWORD_ENCRYPTION_ALGORITHM ENUM('SHA', 'MD5")

FORGOT_PASSWORD_EXPIRE_DAYS TINYINT(4)

ACCOUNT_EXPIRE_DAYS_AFTER_REGISTRATION TINYINT(4)

| organization_user v
2 ORG_ID VARCHAR(32)
& USER_ID VARCHAR(32)
IS_PRIMARY INT(11)
>
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"] acl_group v
ID VARCHAR(32)

» ORGANIZATION_ID VARCHAR(32)
NAME VARCHAR(45)
BIT_MASK INT(11)
DESCRIPTION VARCHAR(255)
CREATED_ON DATETIME
CREATED_BY VARCHAR(45)
UPDATED_ON DATETIME
UPDATED_BY VARCHAR(45)
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| user_role v
» USER_ID VARCHAR(32)
© ROLE_ID VARCHAR(32)

| role

CREATED_ON DATETIME
CREATED_BY VARCHAR(45)
UPDATED_ON DATETIME
UPDATED_BY VARCHAR(45)

» ORGANIZATION_ID VARCHAR(32) I ID VARCHAR(32)
> : » SERVICE_ID VARCHAR(32)
Vi | ROLE_NAME VARCHAR(45)
: Il DISPLAY_NAME VARCHAR(255)
—— W Hi- —
| CREATED_BY VARCHAR(45) I
| CREATED_ON DATETIME
l UPDATED_BY VARCHAR(45)
o UPDATED_ON DATETIME
| organization v S
ID VARCHAR(32)
% SERVICE_ID VARCHAR(32) y|
PARENT_ORG_ID VARCHAR(32) [ T I
NAME VARCHAR(55) I ; *
n
DESCRIPTION VARCHAR(255) : ] service M
SCHEMA_NAME VARCHAR(45) || ID VARCHAR(32)
LOGO VARCHAR(255) SERVICE_NAME VARCHAR(45)
CREATED_BY VARCHAR(45) SERVICE_NAME_ALIAS VARCHAR(45)
CREATED_ON DATETIME DESCRIPTION VARCHAR(255)
UPDATED_BY VARCHAR(@s) P~ — —— — —H & SERVICE_CONFIG_ID VARCHAR(32)
UPDATED. ON DATETIME CREATED_BY VARCHAR(45)
CREATED_ON DATETIME
| 2
UPDATED_BY VARCHAR(45)
T i UPDATED_ON DATETIME
| : >
| .
| | + F
| : "] service_config v : |
| ID VARCHAR(32) | :
= CONFIG BLOB I
| H I
| SESSION_IDLE_TIME_OUT INT(11) I ———-
: IS_MULTITENANT TINYINT(4) : |
| > ' :
| ' |
N |
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"] acl_obiject_identity v -
| acl_class v
ID VARCHAR(32)
ID VARCHAR(32)
» ACL_CLASS_ID VARCHAR(32)
» SERVICE_ID VARCHAR(32)
» ORGANIZATION_ID VARCHAR(32)
CLASS_NAME VARCHAR(255)
OBJECT_ID VARCHAR(32)
S —H <> CREATED_ON DATETIME

CREATED_BY VARCHAR(45)
UPDATED_ON DATETIME
UPDATED_BY VARCHAR(45)
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| role_permissions v
& ROLE_ID VARCHAR(32)
% PERMISSION_ID VARCHAR(32)

>

S —

| permission v

ID VARCHAR(32)
NAME VARCHAR(45)

» ACL_CLASS_ID VARCHAR(32)

BIT_MASK INT(11)
CREATED_BY VARCHAR(45)
CREATED_ON DATETIME
UPDATED_BY VARCHAR(45)
UPDATED_ON DATETIME

>




